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Over the course of several decades, the US Air Force 
intelligence, surveillance, and reconnaissance (ISR) enterprise has 
undergone a remarkable transformation as it has evolved from a 
forward deployed industrial age operation to a globally networked 
information age operation.  

The enterprise has enjoyed great success since September 2001, 
particularly with respect to distributed operations in support of 
the United States’ counterterrorism operations. However, rapidly 
changing trends in the lethality of future air defense environments, 
the challenges to long haul datalinks in contested environments, 
and the accelerating avalanche of data in modern combat all point 
to the need for the ISR enterprise to undergo another revolution to 
meet the demands of 21st century multi-domain warfare. 

This paper traces the evolution of the ISR enterprise to its 
present form, explores the evolving challenges and technologies 
affecting both the enterprise and the future operating environment, 
and offers potential avenues of modernization to meet the needs of 
a very challenging future.
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Introduction

The Air Force intelligence, surveillance, 
and reconnaissance (ISR) enterprise has achieved 
a remarkable degree of success in its current 
globally distributed form. From its technological 
roots in the Cold War, the ISR enterprise grew 
and adapted to the dynamic needs created 
by the counterinsurgency wars the nation has 
been fighting since 2001. It succeeded through 
continuous (if not always painless) innovation 
and through sheer mass as the enterprise grew on 
an industrial scale to address urgent operational 
needs. While counterinsurgency requirements 
will remain important, the ISR enterprise of 
today may not be well matched to the demands 
of the highly contested environments expected 
in potential future combat with peer or near-peer 
competitors. The current ISR enterprise relies on 
two fundamental capabilities: the capability to 
fly sensors wherever they are needed to collect 
the intelligence required, and the capability to 
quickly exploit and disseminate that intelligence 
across a globally distributed enterprise. Both 
these capabilities are potentially at risk in highly 
contested environments.

A Brief History of Distributed ISR Operations 

 Decades ago, when film cameras and 
“store-and-dump” electronic collectors were the 
main sensors flown on reconnaissance aircraft, 
exploitation of the collected intelligence could 

not occur until after the aircraft 
landed. This was the way the Air 
Force conducted ISR operations 
through much of the Vietnam 
War. However, by 1970, the 
USAF employed a U-2 aircraft 
in Vietnam to collect signals 
intelligence (SIGINT) data and 
transmit it to a ground station 
using the SENIOR BOOK 
system.1 By the mid-1980s, U-2 
aircraft with more advanced 
multi-INT capabilities were in 
use in Europe to support NATO 
operations, employing line-

of-sight datalinks to in-theater ground stations 
to transmit data  in near-real time.2 A separate 
capability, SENIOR STRETCH, and later 

SENIOR SPAN established the first beyond-
line-of-sight operation via the Extended Tether 
Program.3 

With the end of the Cold War, these 
capabilities were returned to the continental 
United States (CONUS) and were reconstituted 
in the mid-1990s as Deployable Ground Stations 
(DGSs) 1 and 2, located at Langley AFB, Virginia, 
and Beale AFB, California, respectively. Together 
with the U-2 aircraft and its sensors, the Air 
Force established a capability designated the 
Contingency Airborne Reconnaissance System 
(CARS).4 While the CARS ground stations 
were initially designed to be deployed to the 
supported theater, a new capability called Mobile 
Stretch (MOBSTR) made it possible to deploy a 
MOBSTR ground relay station forward to receive 
the U-2 downlink and then retransmit the data via 
satellite relay to a DGS in CONUS. This enabled 
the Air Force to establish an initial capability for 
distributed operations supporting operations in 
the Balkans and Southwest Asia by the late 1990s.5 

 By the turn of the century, distributed ISR 
operations were becoming normalized, although 
capabilities, operating practices, and command 
relationships continued to evolve as the Air Force 
learned how to operationalize the concept of units 
that could be operationally employed without 
being physically deployed. The initial DGSs 
at Beale and Langley, along with fixed ground 
stations at Osan AB, Republic of Korea (ROK) 
(DGS-3), and Ramstein AB, Germany (DGS-4), 
comprised the initial baseline for the Air Force 
Distributed Common Ground System (DCGS), 
which has continued to expand to meet emerging 
requirements. 

 Following 9/11, as the US entered combat 
operations in Afghanistan and later in Iraq, the 
distributed ISR enterprise grew to accommodate 
increased demand, including major expansion of 
capabilities to exploit full motion video (FMV) 
from the rapidly proliferating number of MQ-1 
Predator and later MQ-9 Reaper missions being 
flown. While FMV had been a part of the ISR 
mission before 9/11, the demand expanded 
rapidly after 9/11, concurrently with the demand 
for exploitation and processing of multi-INT 
data feeds from U-2 and RQ-4 high-altitude 
platforms.6 To support the global enterprise, the 
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Air Force reorganized DCGS “…as a global ISR 
weapons system versus a set of organic nodes that 
are only associated with one region.”7

 Today’s ISR enterprise is a global operation 
that supports combat operations in Southwest 
Asia, as well as worldwide peacetime aerial 
reconnaissance missions. Manned systems such as 
the U-2 and various RC-135 variants continue to 
perform well, but the trend toward remote piloted 
systems is clear. Remotely piloted aircraft (RPAs) 

were flying 60 Combat Air Patrols 
(CAPs) daily in early 2016 and the 
Air Force had decided to increase  
this to 70 CAPs in the near term 
and eventually to 90 CAPs.8 
The bulk of data exploitation is 
performed within the Air Force  
DCGS, which at present includes 
27 processing sites worldwide, 
with a wing operations center at 
Langley AFB to manage global 
operations.9 However, the system 
is also highly linear, with a 
defined mission thread from each 
sensor to one or more human 
analysts. Moreover, current 
processing and exploitation 
systems are manpower intensive, 
with most of the “touch labor” 
applied early in the analytical 

process.10 These distributed models require the 
Air Force to maintain multiple long-haul, high-
bandwidth communications and datalinks that 
may be vulnerable in future conflicts.11 

 The ISR enterprise has performed remarkably 
well in supporting peacetime reconnaissance 
operations. So, why change? Simply stated, the 
enterprise has become exquisitely well suited to 
supporting the global war on terror in relatively 
uncontested air defense environments, and 
often under circumstances that are not heavily 
dependent on the speedy synthesis of existing 
information with baseline knowledge, also 
known as “time-dominant fusion.” In its present 
configuration, however, the enterprise may not 
be well suited to provide ISR support to combat 
operations in highly contested environments. 
To better frame the problem, it is important to 
examine the future combat environment, as well 

as the demands that the ISR enterprise will have 
to meet to support command and control and the 
operational capabilities to fight and win in a future 
multi-domain battle. 

Understanding the Future Battlespace

 There is general agreement among military 
and security analysts that future conflicts will be 
fought in a range of highly lethal environments. 
Highly capable, mobile, long-range surface-to-air 
missiles already threaten both penetrating aircraft 
and non-penetrating aircraft that usually operate 
from standoff orbits. Long-range surface-to-surface 
mobile missiles threaten US bases, fixed radars, 
and command and control systems. One author 
went so far as to suggest that the proliferation of 
long-range mobile missiles by potential adversaries 
might even have achieved another revolution 
in military affairs.12 The emergence of offensive 
and defensive electronic countermeasures plus 
cyber capabilities will augment the impact of 
kinetic weapons in modern warfare. Sensing and 
operating in this future battlespace will require a 
very different ISR enterprise. 

 Networks and long-haul datalinks are 
potentially vulnerable to jamming and intrusion; 
the US cannot assume continuous connectivity. As 
noted by the Air Force Research Laboratory (AFRL), 
“Complex electronic warfare environments that 
degrade command, control, communications, 
and computers will disrupt timely collection and 
dissemination of ISR information.”13 Moreover, 
these effects extend to both airborne and space-
based systems. 

In addition, future contested environments 
will feature increasingly compressed decision 
cycles, affecting both combat aircraft and 
their supporting ISR assets.14 Continuing time 
compression of decision cycles is already exceeding 
human decision capacity in cyberspace, and 
could eventually overwhelm human capacity in 
a physical battlespace. This phenomenon is a 
dominant feature of missile defense activities today 
and a similar shortening of decision cycles in other 
aspects of air warfare can be expected as well. 

 The airborne platforms in operational use 
today are, in the main, not survivable in highly 
contested environments. The RC-135, U-2, and 
RQ-4 were never intended to penetrate defended 
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airspace and must operate at standoff ranges. The 
same holds true for battle management systems 
such as the E-3 Airborne Warning and Control 
System (AWACS) and E-8 Joint Surveillance Target 
Attack Radar System (JSTARS). Development of 
longer range sensors may permit collection from 
greater standoff distances for a time, but in the 
future contested battlespace long-range air defense 
missiles may well push current standoff systems 
beyond their effective range, at least for imaging 
sensors.15, 16 

 Current penetrating systems may likewise be 
less survivable in highly contested environments. 
A recent study by NATO’s Joint Airpower 
Competence Center highlighted the vulnerabilities 

of RPAs in contested 
environments with respect to 
both kinetic and non-kinetic 
threats. The study indicated 
that radar cross-sections 
of ‒35dBm to ‒45dBm (i.e., 
reflecting only 0.01 percent 
to 0.001 percent of incoming 
radar energy) would be 
required to penetrate modern 
integrated air defense systems 
without detection, noting 

that only fifth generation combat aircraft currently 
exhibited these characteristics. Moreover, current 
datalinks were assessed as being vulnerable to 
electronic threats in this environment.17

Considerations for Developing a 
Future ISR Architecture

 Developing an ISR architecture capable of 
delivering information superiority and supporting 
decision advantage in the hostile environments 
of future wars requires a fundamental rethinking 
of how the United States military senses and 
shapes battlefields and conflict zones. For ease of 
discussion, the key considerations can be grouped 
into the categories of sensing, networking, and 
understanding. 

Sensing the Battlespace 
 Sensing the future battlespace will in essence 

depend on two types of information: information 
that can be collected from outside the battlespace 
and information that must be collected inside 

the battlespace. Standoff airborne platforms with 
long-range sensors as well as space-based systems 
can collect from outside the battlespace. Although 
long-range air defense missiles may force current 
airborne imaging platforms out of standoff range, 
passive radio frequency (RF) systems may remain 
effective in most scenarios over longer ranges. 
In the longer term, new technologies may be 
developed to address the shortfall in long-range 
standoff imaging. For example, one long-range 
sensing technology in development makes use of 
synthetic aperture laser radar, which would be able 
to identify targets through “…geometric imaging 
at ranges and resolutions exceeding the geometric 
limits of conventional apertures.”18 

 Given the anticipated reduced survivability of 
currently operating aircraft, penetration of a highly 
contested conflict space would clearly require 
platforms that are low observable, utilize low 
probability of intercept/low probability of detection 
communications, and rely mainly on passive 
sensors. Passive RF sensors with a wide field of view 
would be suitable for target detection and location.19 
Passive electro-optical/infrared (EO/IR) sensors 
would have utility as well, but would require higher 
bandwidth for data transmission. Beyond purpose-
built ISR platforms, the designs for fifth generation 
jet combat aircraft and advanced bombers include a 
more ubiquitous capacity for passive RF collection, 
giving these platforms the capacity to penetrate 
highly contested environments while functioning 
as nodes in a highly evolved resilient network.20 
Hence, many of the sensors and networks in the 
ISR enterprise would not necessarily be dedicated 
ISR resources.

 A trend toward employment of larger 
numbers of smaller systems and aircraft offers 
great promise for improved responsiveness and 
reduced vulnerability. One emerging capability 
is the proliferation of constellations of small 
imaging satellites (“smallsats”) with acceptable 
resolution and high revisit rates. In the Air 
Force’s evolving concept of “sensing as a service,” 
commercial smallsat constellations with EO, IR, 
multispectral imaging, hyperspectral imaging, 
and radar capabilities are now on orbit, featuring 
periodicity of one to 10 minutes and resolution 
potentially down to half a meter. This capability 
would offer utility in detection of both mobile and 
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camouflaged targets, while the ubiquitous nature 
of the smallsat constellations would potentially 
enable a higher degree of survivability than smaller 
numbers of large satellites.21 At the same time, 
the new Air Force remote piloted aircraft (RPA) 
flight plan addresses various concepts for greater 
numbers of small, low-cost, expendable RPA types 
for improved performance and survivability in 
contested environments.22 

 The cyber domain represents an increasingly 
lucrative source of data that can be accessed 
from outside a physical battlespace, and presents 
a rich source of intelligence for the Air Force 
ISR enterprise.23 The ubiquitous nature of open 
source data and the web itself allows collectors 
to go beyond penetration of networks to gather 

intelligence. For example, Dutch 
investigators accessing social me-
dia and cell phone records were able 
to establish a track and chronology 
for the Russian SA-11 transporter-
erector-launcher that shot down a 
Malaysian airliner over Ukraine in 
2014 by locating multiple images 
collected by cell phones and posted 
to social media at various times 
and locations.24 For the Dutch in-
vestigators, this involved a tedious, 
time-consuming, labor-intensive 

search. However, when such tasks are addressed 
as big data problems, advanced algorithms could 
enable exploitation of ubiquitous social media (to 
include metadata) to add context, augment ISR 
data, and identify times and locations of key events 
and actors. Moreover, given suitable advances in 
big data analytics, data from unclassified networks 
could be used to cue ISR sensors and drive 
collection plans, all within operationally relevant 
times.25 The recent establishment of an algorithmic 
warfare team within the Department of Defense 
(DOD) indicates that such capabilities are coming 
into operational use. One early application appears 
to be automating the task of identifying mobile 
missiles found in imagery coverage of large areas.26 
This would suggest that smallsats with sub-meter 
resolution and high revisit rates could be combined 
with algorithmic search capabilities to constitute a 
potentially powerful capability to manage the high 
volume of data in a future conflict zone. 

Resilient Networks and the Role of Autonomy
 As noted earlier, in recent conflicts the Air 

Force has enjoyed air, space, and information 
superiority. Tactical communications in the battle-
space have been relatively free from jamming and 
interference. Long-haul datalinks have securely 
moved massive amounts of ISR data from aircraft 
and platforms operating in forward areas to DCGS 
ground stations well outside the area of conflict. 
Command and control systems have been able to 
operate with little interference from the enemy. 
These advantages are less likely to prevail in the 
future contested battlespace, and the operational 
and technical architectures of future networks 
must address anticipated conditions.27

 To be sure, thought leaders in air warfare are 
already seeking and developing new technologies 
and operational art to achieve success in the 
contested battlespace. Recognizing the nonlinear 
nature of future conflicts has led to discussions of 
achieving “local and temporal domain superiority” 
and shifting from the traditional kill chain to a 
more nonlinear “kill web.”28 The concept of “fu-
sion warfare” focuses on employment of multi-
domain capabilities to set the conditions for success 
at the times and places needed, for example.29 

 Whereas the current ISR enterprise rests on 
an underlying assumption of continuous global 
connectivity, a better assumption for the future 
would acknowledge the probability of discontinuous, 
interrupted long-haul communications. In such 
an environment, the enterprise must assume the 
attributes of a complex adaptive system, with 
significant implications for operational and 
technological autonomy. In a complex adaptive 
system, “[r]ather than being centrally controlled, 
control over the coherent structure is distributed as 
an emergent property of the interacting agents.”30 
Key properties of complex adaptive systems 
include nonlinearity and unpredictability. In such 
a disaggregated system, combat aircraft and ISR 
aircraft that can communicate with each other 
would self-organize within the elements of the 
network that remain available in that time and 
space in order to prosecute the attack. By using 
linked data, each actor within the self-organized 
group would maintain awareness of information 
sufficiency and information gaps resulting from 
network access or denial. Algorithms hosted on 
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each platform and node within the self-organized 
grouping could present risk-based courses of action 
depending on threat levels, operational priorities, 
and rules of engagement. Such an organizing 
principle would leverage and be consistent with 
previously articulated concepts of the “Combat 
Cloud.”31 

Improving Understanding by Rethinking 
the Information Paradigm

 Today, the dominant information paradigm 
in the ISR enterprise consists of a linear path 
from sensor to analyst to end user, with much 
of the human touch labor applied early in the 
process. For example, an EO image acquired by 

an airborne platform is transmitted via 
datalinks to a ground station, at which 
point a human analyst begins to exploit 
the image; exploitation may range from 
adding internet chat or voiceover in the 
case of FMV to more extensive imagery 
analysis, precise mensuration, detailed 
reporting, and intelligence production. 
As the exploited image product moves 
up the chain, all-source analysts begin 
to add value with intelligence obtained 
from other sources to begin to develop 
finished intelligence. Such a manpower-
intensive process is sustainable in low-
intensity counterinsurgency warfare 
and remains valid for non-time-
dominant requirements, but may not 
necessarily scale to meet the needs of 
high-intensity conflict. 

To operate at machine speed, 
and thus match the operations tempo 
of future conflicts, the ISR enterprise 
must flip the paradigm. Rather than 
have human operators perform manual 
exploitation of intelligence data at the 

start of the process, a better approach would use 
machines at the front end and involve humans 
later in the process. Onboard processing and data 
correlation would support both disaggregated 
self-organizing elements within the battlespace 
and analytic elements located outside the physical 
battlespace. Much of the information collected in 
the battlespace could be sent to other sensor and 
shooter platforms without having to travel to a 

remote ground station and back. Of course, the 
data could be shared both with other platforms in 
battle and with remote ground stations, but the 
attribute to note here is that information would 
have different value as it travels from the point of 
collection to multiple end-points, with multiple 
off-ramps and on-ramps for information within 
the network. 

 In such an approach, a human analyst could 
operate at a workstation that presents an integrated 
display consisting solely of all automatable data, 
which might lead the analyst to make an informed 
decision to apply imaging sensors that in turn 
would require more touch labor. In essence, this 
could move imagery sensors from a discovery role 
to a role more closely associated with confirmation 
and targeting. That said, as noted earlier, in certain 
circumstances imagery platforms may be unable to 
penetrate the battlespace; primary reliance could 
then shift to standoff electronic sensors and other 
non-imaging sensors. In functional terms, this 
potentially means a shift from direct observation 
of targets of interest to indirect observation based 
on an aggregation of inferential data to identify 
and locate objects of interest in a given area of 
conflict. 

 Detecting, identifying, and engaging targets 
in an environment in which visual and imaging 
cues are no longer dominant would require 
sophisticated signature management that addresses 
signatures in all detectable phenomenologies and 
incorporates them into systems that can rapidly 
identify targets based on these signatures.32 To the 
extent that imaging sensors cannot be employed 
for target identification, the DOD may have to 
revise rules of engagement to permit risk-based 
kinetic targeting that relies solely on non-imaging 
signatures. In essence, a set of algorithms would 
establish the location and classification of the object 
with some stated level of confidence; the level of 
confidence required for targeting could vary with 
the potential threat and urgency of required action. 

 Conceptually, we often think of “intelligence, 
surveillance, and reconnaissance” in order to place 
primacy on the goal of producing intelligence. 
But functionally we should think in terms of 
surveillance, reconnaissance, and intelligence, in 
that order. In a future war, broad-area continuous 
surveillance would ingest massive amounts of 
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data that would be characterized by machines and 
would inform machine-aided decisions to focus 
reconnaissance assets on specific targets of interest 
found in the sea of data. Downstream, humans aided 
by machines would produce intelligence to support 
operational planning and decision making. The 
bulk of data interaction would occur far upstream 
as data is exchanged platform-to-platform within 
the network, adapting continuously as various 
nodes gain or lose connectivity in dense jamming 
environments. This approach could evolve to the 
emergence of “…machine-on-machine decision-

making…” simply because humans 
will no longer be able to function 
with the requisite decision speed.33 
Humans will set the rules and 
conditions, but the demands of 
operating at machine speed will 
necessarily lead to ever-greater 
reliance on machines rather than 
human operators.

Organizational Implications

In an ideal world, we would 
design and build the a system and 
then retire the old system, but we do 
not live in an ideal world. Moreover, 
the current ISR enterprise 
will likely have to continue to 
prosecute counterinsurgency and 
low-intensity counterterror mis-
sions for some time to come. The 
capabilities currently fielded 
have performed well in that role 
and can be expected to keep on 

doing so. However, developing new capabilities 
for the future fight in contested environments 
requires significant changes in technologies and 
organizational models.

 Technological change can be characterized 
as one of two types. Incremental technological 
change is based on exploitation and development 
of existing technologies. This may require 
incremental modifications of organizational 
structure and procedures, but these are easily 
accommodated within existing organizations. 
Radical, discontinuous technological change, 
however, represents a different paradigm and 
historical organizational models have had 

difficulty in accommodating such change. In 
fact, most organizations actively resist radical 
discontinuous change because it disrupts 
established organizational equities. While 
incremental change typically reinforces existing 
equities, radical discontinuous change often makes 
existing competencies irrelevant and almost always 
requires the development of new competencies.34 
The advent of commercial digital cameras, which 
led to the rapid demise of film cameras, offers a 
classic commercial example. A military example 
from early in the 20th century reinforces this 
point. Some cavalry officers held the view that 
motorized transport represented a better way to 
move cavalry to the field; it did not occur to them 
that motorized vehicles would completely replace 
horse cavalry.

 One could argue that the transition 
beginning in the late 1990s from in-theater ISR 
processing and exploitation to distributed ISR 
represented such a technologically disruptive event. 
Slow organizational acceptance by the institutional 
Air Force at the time to some extent hampered 
the instantiation of distributed ISR capabilities. 
As noted, the capabilities of AF DCGS were not 
fully realized until the system was reorganized to 
become a globally distributed system rather than a 
collection of regionally allocated nodes.35 

 The transition from the current linear ISR 
enterprise to a future complex adaptive system 
potentially represents another case of radical, 
discontinuous change. While the traditional 
approach to instantiating new systems and 
upgrades to existing systems relies on a series of 
new technology instantiations across the enterprise, 
such an approach could be counterproductive in 
this instance due to the radical, discontinuous 
nature of the new technology. 

 A better approach would be to use an 
ambidextrous organizational model: that is, an 
organization structured to concurrently execute 
existing business processes, while at the same 
time continuing to modernize them to the extent 
that incremental innovation permits. When 
business units are no longer competitive in an 
ambidextrous organization, they are simply 
retired. When radically new technologies emerge, 
the organization does not insert them into existing 
structures, but instead builds business units around 
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the new technologies.36 While technology-driven 
industries have successfully used ambidextrous 
organizational models, the model is not common 
in military or government settings.

 The Air Force could apply the ambidextrous 
approach to introduce discontinuous radical 
innovation into the next iteration of the service’s 
ISR enterprise. The current enterprise, well 
attuned to the needs of counterinsurgency and 
other forms of low-intensity conflict, could 
continue to prosecute those missions unimpeded, 
and would continue to benefit from incremental 
modernization. However, the new ISR enterprise 
could be developed in CONUS; perfected through 
multiple demonstrations, exercises (such as Red 
Flag events); and then made operational in an 
overseas theater facing a highly contested threat 
environment. From there, the advanced capability 
could incorporate lessons learned and then be 
propagated across the other commands. 

Conclusion

 Change is always a difficult undertaking, 
particularly in large organizations that have 
come to depend on well-developed competencies 
that have proven effective in addressing current 
challenges. However, much of the ISR capability 
developed to fight the United States’ wars since 
2001 does not scale well to meet the challenges 
posed by multi-domain operations in contested 
environments. The approach to the future combat 
environment must be organized in a way that 
sustains counterinsurgency operations while 
concurrently providing the innovation space 
to develop radically new capabilities to address 
emerging threats. Such an approach will, no 
doubt, present programmatic challenges and may 
encounter institutional resistance. But speed and 
determination are essential if the Air Force ISR 
enterprise is to evolve to meet the needs of 21st 
century multi-domain warfare.              ✪
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